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STA Security API Interfaces

• Three public interfaces:

Authentication Authorization Administration

• Four private interfaces:

Configuration Audit

Session
Management Log
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STA Security API Model

Application

Authentication Authorization AdministrationAuthentication Authorization Administration
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STA Security Object Model

Aspects of the Model
0 *

0..*

• Principals and Resources may 
be hierarchical 

• Privileges are assigned to Roles

RolePrincipal

0..* 0..*

0..*

0..*

• Roles are assigned to Principals

• Privileges protect Resources

• ResourceType determines valid Resource Privilege Rule

0..*

0..*

0..*

actions for Resources

• Rules apply restrictions to 
Privileges

• Authorization Evaluation:

1 0..* 0..* 0..*

0..*

1

• Authorization Evaluation:

Privileges are ORed together

Rules are ANDed

ActionResourceType

1 0..*

4



STA Security Workbench: Logical Layers

AdministrationWeb
Application

Layer

SampleLoginWeb

Application Layer
– Uses client Proxy layer to access security API

AuthnProxyAdminProxy
Client Proxy

Layer

AuthzProxy

y y y
Client Proxy Layer

– Adds convenience routines for calling API
– May perform data translation or caching

F d L

STAImpl

STAAuthenticate
STAAuthorize

STAInterface

IAdministration
IAuthentication
IAuthorization

STAAuditInterface

IAudit

STASessionInterface

ISession

Adapter
Layer

Facade
Layer

STAConfigInterface

IConfiguration

STALogInterface

ILog

Facade Layer
– Defines public and private interfaces 
– Declaration layer

Adapter Layer
STAAuthorize

STAAdmin

AuditStubAdminStub AuthenticateStub AuthorizeStub ConfigStub

SessionDBAuthenticateDB AuditEventLogAdminDB AuthorizeDB

Implementation
Layer

ConfigDB

SessionStub

LogDB

LogStub

– Determines which implementation to use
– Includes calls to authorization and audit for admin

Implementation Modules Layer
Allows multiple implementationsSessionDBAuthenticateDB AuditEventLogAdminDB

ErrorHandling

AuthorizeDB

Common

ConfigDB

SecurityXMLUtils Database

LogDB– Allows multiple implementations
Utility Layer

– Utilities for parsing XML requests/responses
– Error handling
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Common
Utilities – Etc.
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